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F R O N T  M A T T E R

About This Guide & How to Use It
A 30-second orientation before the actual content starts, so you know what

you're holding and where to find what you need.

Most articles about local AI fall into one of two camps: breathless cheerleading

("just buy a GPU and never pay an API bill again!") or defensive hedging ("it's

complicated, depends on your use case…"). Neither is useful when you actually

have to decide.

This guide is the version I wish I'd had when I first started pulling apart local inference

engines. It assumes you're technical, you've used ChatGPT or Claude, and you want a clear

answer to the question: does running AI locally actually make sense for my situation,

and if so, how do I do it without embarrassing myself?

What you'll find here is built on the original long-form article — expanded, structured, and

turned into something you can refer back to. Every chapter ends with a bottom line you

can quote to a colleague. Every checklist is meant to be printed and checked off. Every

config block has been tested in a real deployment.

W H A T  Y O U ' L L  W A L K  A W A Y  W I T H

A working break-even calculator and three pre-filled persona examples

A 10-item production hardening checklist (post-Bleeding Llama)

Copy-paste Nginx + Docker Compose configs for securing an Ollama server

A side-by-side engine selection matrix (Ollama vs llama.cpp vs vLLM)

A cheat sheet of the commands you'll actually type in your first week

A 7-day action plan to go from "curious" to "running a hardened pilot"

How to read it: the first time, go end to end. After that, the chapters are designed to be

standalone references — when you hit a real decision (buying hardware, exposing a port,

picking an engine), jump straight to the relevant chapter. The table of contents in your PDF

reader is your friend.



One more thing: this guide is a snapshot of mid-2026 reality. API prices shift, new engines

ship, regulations evolve. The frameworks and principles should age well; the specific

numbers won't. Re-check the numbers before you spend money.

C H A P T E R  0 1

The Three Real Reasons to Run AI Locally
Why "it's cheaper" is the weakest of the three arguments — and what actually

drives the decision once you've lived with both setups.

Everyone frames the local-versus-cloud decision as a cost question. It isn't, not primarily.

I've watched a person spend

40 a month for.

That's not a financial decision — that's a hobby dressed up as an ROI spreadsheet.

The real reasons people move to local AI, in the order they actually matter once you've

lived with both setups, are control over data, control over latency, and control over

uptime. Cost is real, but it only becomes the deciding factor at a specific volume threshold,

and most people never check whether they've crossed it before buying hardware.

ARGUMENT WHEN IT DOMINATES WHEN IT'S IRRELEVANT

Privacy Regulated data (HIPAA, GDPR,

EU AI Act), client-confidential

workloads, anything that can't

legally leave your network

Personal coding help, casual

chat, content you'd happily post

publicly anyway

Cost Sustained high volume — coding

agents, document pipelines,

production traffic past ~50K

queries/month

Light individual use — a few

dollars a month in API spend is

impossible to beat with hardware

Reliability Real-time UX (autocomplete,

voice), agents that loop,

environments with unreliable

internet, vendor lock-in risk

Batch jobs, async workflows,

situations where a 4-second

delay is fine

Notice what's missing from the table: "because it's cool" and "because I want to learn."

Both are legitimate reasons to do anything in technology, but they're not arguments in the

business sense. If that's your reason, own it — but don't pretend the spreadsheet justifies

the purchase.

12, 000onaGPUserverto"savemoney"onAPIbillstheywerepaying



T H E  M Y T H

"Local AI is cheaper than cloud AI."

T H E  R E A L I T Y

Local AI is cheaper past a volume threshold.

Below that threshold, cloud wins on price

every time. The threshold is higher than

most people assume.

The fastest way to use this chapter: identify which of the three arguments actually applies

to your situation before you read further. If none of them clearly applies, that's an answer —

keep paying the API bill. If two or three apply, the rest of this guide is for you.

B O T T O M  L I N E

The decision is rarely "is local AI good?" — it's "which of these three problems am I

actually trying to solve, and does local address it?"

C H A P T E R  0 2

The Privacy Argument Decoded
"My data never leaves my machine" is the strongest case for local AI — but

the regulatory and architectural reality is more nuanced than the tagline

suggests.

Running AI locally means executing a language model's calculations on hardware you own

or control — your laptop, a desktop with a GPU, or a server in a rack you manage —

instead of sending your prompt over the internet to a company's data center and waiting

for a response.

That's the definition. But the part people skip is what "control" actually buys you. When a

model runs locally, through something like Ollama or llama.cpp, the weights, the tokenizer,

and the inference process all sit inside your own machine's memory. Nothing about your

prompt has to leave your network unless you explicitly configure it to. No request logs sit

on someone else's server. No rate limiter decides how fast you can work.

Why privacy pressure on cloud AI is increasing, not decreasing

Two regulatory shifts changed the calculus for anyone handling regulated data in 2026.

First, cumulative GDPR fines across the EU had reached €5.88 billion by 2026, and

regulators have specifically flagged that training or processing data through third-party

LLMs without a genuine legal basis is no longer treated as a minor technicality — it's an

active enforcement target. Second, and more directly relevant if you're building anything



customer-facing, the EU AI Act's enforcement phase begins on August 2, 2026. On that

date, the Commission's AI Office and national authorities start enforcing transparency

obligations under Article 50, meaning chatbots have to disclose they're AI, and general-

purpose AI providers face binding penalty powers for the first time.

DATE WHAT HAPPENS

Aug 1, 2024 Regulation 2024/1689 (EU AI Act) enters into force

Feb 2, 2025 Unacceptable-risk AI practices banned outright

May 7, 2026 Digital Omnibus agreement reshuffles high-risk deadlines

Aug 2, 2026 GPAI enforcement + Article 50 transparency rules go live. Fines up to

€15M or 3% of global turnover.

Dec 2, 2027 High-risk obligations apply to standalone (Annex III) systems

Aug 2, 2028 High-risk obligations apply to product-embedded (Annex I) systems

If you're building for healthcare, legal, or financial clients, this isn't abstract. Under HIPAA,

any vendor that creates, receives, or transmits protected health information on your behalf

is legally a Business Associate and needs a signed BAA before PHI ever touches their

infrastructure — and most standard public LLM API plans aren't BAA-covered by default.

That single fact has pushed a lot of regulated organizations toward local deployment not as

a preference, but as the only architecture that clears legal review.

From compliance checkbox to brand asset

There's a second shift worth naming, because it changes who local AI is actually for.

Compliance was always the defensive case for going local — you do it because a regulator

or a client contract requires it. What's emerged more recently is boutique law firms, medical

practices, and financial advisories turning the same architecture into an offensive one: a

trust signal marketed directly to clients, in the same register as "organic" on a food label.

"Your data never touches the internet" is a sentence a client understands immediately,

without needing to know what a KV cache is. For a firm competing on trust rather than

price, that's not just a compliance line item — it's a positioning statement, and one

genuinely available to any small firm willing to run a single box on-site, not just

organizations with a dedicated infrastructure team.



C A S E  S T U D Y  —  P E T R O N E L L A  T E C H N O L O G Y  G R O U P

Runs production private AI for defense, healthcare, legal, and financial clients since

2024. Reports that a capable entry-level private LLM server costs 12,000,

and that open-source models like Llama 3.3 70B and Qwen 2.5 72B now handle

summarization, document analysis, and code review at a level competitive with

commercial APIs for most business tasks.

The "we need local for compliance" decision used to come with a quality tax. That tax has

mostly disappeared over the past two years.

B O T T O M  L I N E

Local AI gives you the legal and architectural foundation for compliance that cloud

APIs often can't — and increasingly, a marketing claim that's worth more than the

cost savings.

C H A P T E R  0 3

The Bleeding Llama Security Wake-Up Call
Why "local" ≠ "secure by default" — and the single CVE that proved it on

300,000 servers in May 2026.

Here's the contrarian point I want to make clearly, because it's the single biggest

misconception I run into: running a model locally does not mean your data is private by

default. It means your data has the potential to stay private, if you configure the server

correctly.

In May 2026, researchers at Cyera disclosed a critical vulnerability nicknamed "Bleeding

Llama" (tracked as CVE-2026-7482, with a CVSS severity of 9.1 out of 10) that let an

unauthenticated attacker pull prompts, system instructions, API keys, and environment

variables directly out of an exposed Ollama server's memory using nothing but a few HTTP

requests.

8, 000to



300K
OLLAMA SERVERS

EXPOSED ON THE OPEN

INTERNET AT

DISCLOSURE TIME

9.1
CVSS SEVERITY OF CVE-

2026-7482 (BLEEDING

LLAMA)

175K
SERVERS MAPPED BY

SENTINELLABS + CENSYS

ACROSS 130 COUNTRIES

Most of those exposed servers were the result of a single misconfigured environment

variable rather than a sophisticated attack. A separate joint investigation by SentinelLABS

and Censys, published earlier that same year, found that nearly half of the mapped servers

had tool-calling enabled — meaning an attacker could potentially execute code or reach

internal systems through them, not just read chat history.

T H E  E X A C T  M I S C O N F I G U R A T I O N

Ollama binds to 127.0.0.1  (localhost only) by default. The moment someone sets

OLLAMA_HOST=0.0.0.0  to reach it from another device — a completely normal thing

to do when connecting a second machine or a phone — the API becomes reachable

by anyone who finds the open port, with zero authentication required.

This is not a bug. It's the default trust model of a tool built to run on one person's laptop,

now frequently deployed on networked servers.

None of this means local AI is less private than cloud AI — it almost certainly still is, in

aggregate. It means privacy is a property of your configuration, not a property of the word

"local." If you're deploying local models anywhere beyond your own laptop, put them

behind a reverse proxy with authentication, and never expose the inference port directly to

the internet.

T H E  C O N F I G U R A T I O N - I S - T H E - P R O D U C T  P R I N C I P L E

With cloud AI, the vendor's security team is part of what you're paying for. With local

AI, you become that security team the moment you expose a port.

The Bleeding Llama incident didn't happen because Ollama is insecure software — it

happened because "local" quietly became "networked" for 300,000 installations, and

nobody treated that change as the security event it actually was. Every local deployment

should be evaluated on its actual network exposure, not on the assumption that "local" is a

synonym for "safe."



C H A P T E R  0 4

The Hardening Checklist (Post-Bleeding
Llama)
Ten items that take a server from "one misconfigured variable away from

being one of 300,000 exposed hosts" to production-grade. Print this. Check it

off.

If you only read one chapter in this guide and act on it, make it this one. Every item below

addresses a real attack surface documented in the wild. Skip none of them if your server is

reachable by anything other than your own laptop.

1. Never expose the inference port directly to the internet

Ollama, llama.cpp, and vLLM all default to localhost binding for a reason. The moment you bind to

0.0.0.0, you've moved from "local tool" to "networked service" — and you need to treat it as one.

2. Reverse-proxy with Nginx (or Caddy)

The inference engine should never see the internet. Only the proxy does. The proxy handles TLS,

auth, rate-limiting, and logging — concerns the engine was never designed to manage.

3. Enable HTTP Basic Auth via htpasswd

CVE-2026-7482 exploits an unauthenticated endpoint. A single htpasswd file with one strong

password closes that door entirely. Use a 24+ character random password stored in a password

manager.

4. Force TLS (HTTPS only, redirect HTTP)

Basic auth without TLS sends credentials in cleartext. Let's Encrypt's certbot generates a free

certificate in under two minutes. There is no excuse for HTTP in 2026.

5. Apply an IP allowlist at the proxy layer

Even with auth and TLS, restricting access to known IPs (office, VPN, specific cloud ranges) reduces

attack surface by 99%+. Most attackers won't even reach the login prompt.

6. Disable tool-calling if your use case doesn't need it

Half of the 175,000 exposed servers mapped by SentinelLABS had tool-calling on. That turns a read-

only data leak into full remote code execution. If you don't need it, kill it.

7. Run the inference engine as a non-root user

Container defaults often run as root. If an attacker breaks out, root inside the container is one CVE

away from root on the host. Create a dedicated uid and never run as root.



W H E N  Y O U  C A N  S T O P  H E R E

If your server is on your laptop, never leaves your laptop, and never connects to any

network other than your home wifi — items 1–4 are sufficient. The moment it lives on

a server reachable by anyone other than you, all ten are non-negotiable.

C H A P T E R  0 5

Ready-to-Use Config Templates
The exact Nginx, Docker Compose, and htpasswd setup that closes the

Bleeding Llama attack surface. Copy, paste, replace the placeholders, deploy.

A warning without a fix isn't useful. The pattern below never lets Ollama itself see the

internet — only Nginx does, and Nginx refuses any request that doesn't present a valid

password over TLS. This closes the exact attack surface CVE-2026-7482 depends on,

because there's no unauthenticated port left to hit.

S T E P  1  —  G E N E R A T E  A  P A S S W O R D  F I L E

# Create a directory for nginx config and credentials

mkdir -p ./nginx

htpasswd -c ./nginx/.htpasswd your-username

# You'll be prompted to set a password.

# Use a 24+ character random string from your password manager.

8. Place the server on a segmented network

Don't put the inference box on the same flat network as your finance database. VLANs, firewalls, and

zero-trust networking all apply. Treat it like any other production service.

9. Enable audit logging and ship logs off-box

If your server is attacked, you'll want to know what was accessed and when. Nginx access logs +

Ollama request logs should ship to a separate log host or SIEM. Local logs are the first thing an

attacker deletes.

10. Subscribe to the engine's security advisory feed and patch within 7 days

Bleeding Llama was patched quickly. The 300,000 exposed servers were the ones that didn't

update. Subscribe to the GitHub releases for whatever engine you run, and treat security releases as

P0.



S T E P  2  —  W R I T E  T H E  N G I N X  R E V E R S E  P R O X Y  C O N F I G

# nginx/default.conf

server {

listen 443 ssl;

server_name your-domain.example.com;

ssl_certificate     /etc/nginx/certs/fullchain.pem;

ssl_certificate_key /etc/nginx/certs/privkey.pem;

auth_basic "Restricted - Ollama Inference Server";

auth_basic_user_file /etc/nginx/.htpasswd;

location / {

proxy_pass         http://ollama:11434;

proxy_set_header   Host $host;

proxy_set_header   X-Real-IP $remote_addr;

proxy_read_timeout 300s;

}

}

server {

listen 80;

server_name your-domain.example.com;

return 301 https://$host$request_uri;

}



S T E P  3  —  W I R E  I T  T O G E T H E R  W I T H  D O C K E R  C O M P O S E

# docker-compose.yml

services:

ollama:

image: ollama/ollama

volumes:

- ollama_data:/root/.ollama

expose:

- "11434"

# Deliberately NO "ports:" mapping here.

# Ollama is never bound to the host network directly —

# only Nginx below is allowed to reach it.

nginx:

image: nginx:alpine

depends_on:

- ollama

ports:

- "443:443"

- "80:80"

volumes:

- ./nginx/default.conf:/etc/nginx/conf.d/default.conf:ro

- ./nginx/.htpasswd:/etc/nginx/.htpasswd:ro

- ./certs:/etc/nginx/certs:ro

volumes:

ollama_data:

S T E P  4  —  I S S U E  A  T L S  C E R T I F I C A T E  A N D  S T A R T  T H E  S T A C K

# Get a free Let's Encrypt certificate

certbot certonly --standalone -d your-domain.example.com

# Copy certs into the ./certs/ directory the compose file expects

cp /etc/letsencrypt/live/your-domain.example.com/fullchain.pem ./certs/

cp /etc/letsencrypt/live/your-domain.example.com/privkey.pem  ./certs/

# Launch

docker compose up -d

# Verify auth is required

curl -k https://your-domain.example.com/api/tags

# → expected: 401 Unauthorized

curl -k -u your-username:your-password https://your-domain.example.com/api/tags

# → expected: 200 OK with model list JSON

Run those four steps and the server that was one misconfigured environment variable away

from being one of 300,000 exposed hosts is now demanding a password and an

encrypted connection before it will proxy a single token. Certificate automation and IP



allowlisting are covered in depth in the dedicated Ollama hardening guide later in this

series, but the setup above is enough to take a server off the exposed list today.

W H Y  T H I S  W O R K S

The key trick is expose:  instead of ports:  for the Ollama service. expose  makes

the port reachable only inside the Docker network — Nginx can reach Ollama, but

nothing outside the compose project can. There is no host-level port mapping to

attack.

C H A P T E R  0 6

The Cost Argument: Real Math
Where the "local is cheaper" claim actually holds, where it falls apart, and the

hardware shift that changed the ceiling in late 2025.

This is where I want to slow down, because the "local AI is cheaper" claim gets repeated

constantly without anyone showing the arithmetic. The economics are real, but they're

volume-dependent in a way most people don't quantify before buying hardware.

What cloud API pricing actually looks like in 2026

As of mid-2026, GPT-4o costs $2.50 per million input tokens and $10.00 per million

output tokens, while the cheaper GPT-4o mini runs 0.60. For a lot of individual use

— chatting, coding help, the occasional long document — that's a few dollars a month. It's

genuinely hard to beat with your own hardware.

The economics flip once you're running something with sustained volume: a coding agent

making hundreds of calls a day, a document pipeline processing thousands of files, or a

product with real user traffic. That's where the second number matters more than the first:

the hardware.

The hardware side just got cheaper — and it's not the $12,000 story

anymore

For years, the standard rebuttal to "just run it locally" was hardware cost: multi-GPU

servers running $8,000 and up, out of reach for anyone without an IT budget. That rebuttal

is aging fast.

NVIDIA's DGX Spark, which went on sale October 15, 2025 at a starting price of

4,699 in February 2026 amid memory

supply constraints), packs a GB10 Grace Blackwell Superchip with 128GB of unified

0.15/

3, 999(FoundersEditionpricinglaterroseto



memory and up to one petaflop of FP4 AI compute into a box smaller than a Mac Mini —

rated to run models up to 200 billion parameters locally.

W H Y  U N I F I E D  M E M O R Y  C H A N G E D  E V E R Y T H I N G

VRAM, not GPU speed, has always been the real ceiling on local inference. A single

RTX 3090 or 4090, with 24GB of VRAM, chokes on anything past roughly a 30-

billion-parameter model without offloading to much slower system RAM.

Unified memory architectures sidestep that ceiling by letting the CPU and GPU share

one memory pool instead of splitting it — which is what makes 70B-class models

runnable at full precision on a single desktop for the first time. "Prosumer local AI"

used to top out around 13–30B parameters. It now realistically tops out around

200B, for a one-time cost a solo developer or small firm can put on a credit card

instead of a capital-expenditure request.

FACTOR CLOUD API LOCAL / SELF-HOSTED

Upfront cost $0 4,000 (DGX

Spark) → $12K+ (production

server)

Low volume Cheaper — pay per token More expensive — hardware sits

underused

High sustained

volume

Scales linearly, gets expensive fast Flat — same hardware, more

requests

Data leaves

network

Yes, by design No, if configured correctly

First-token

latency

200ms – 4s, varies with load Often under 100ms, consistent

Uptime / outages Provider's problem, out of your

control

Your problem, fully in your control

Model access Whatever the provider ships Any open-weight model, fully

swappable

Ops burden None You own patching, scaling,

security

The hidden cost: engineering time

The break-even calculator in the next chapter only accounts for hardware and electricity. It

leaves out the cost that developers who've actually run local infrastructure for a year keep

800(usedGPU) → 



bringing up in community threads on r/LocalLLaMA and Hacker News: engineering time.

A cloud API absorbs a category of maintenance you never see. The provider handles

model updates, patches security issues quietly, and manages what practitioners call

"model rot" — the slow drift in output quality and behavior as the systems underneath

change. Running locally, that job moves to you. You're the one updating the inference

engine when a new Ollama or vLLM release ships, re-quantizing models as formats evolve

(GGUF today, something else in eighteen months), and diagnosing "prompt drift" where a

prompt that worked perfectly on one model version behaves differently the moment you

swap it for another.

A rough rule worth carrying into your own math: for every dollar you save on API fees,

budget real engineering hours against it. Even a modest local deployment easily consumes

several hours a month in patching, post-update testing, and troubleshooting when a new

model version changes behavior in ways the old prompts didn't anticipate. Price that time

at your actual hourly cost, not zero, before calling the arithmetic settled.

B O T T O M  L I N E

Local AI only beats cloud pricing past a real volume threshold — and even then, the

software you run on the hardware matters as much as the hardware itself.

C H A P T E R  0 7

The Break-Even Calculator (Worksheet)
The formula, three pre-filled examples, and a blank worksheet you can fill in

with your own numbers.

To estimate whether local AI will actually save you money, follow these steps. The math is

simple; the discipline of doing it before buying hardware is what most people skip.



T H E  F O R M U L A

Months to break even = Hardware Cost ÷ (Monthly API Spend − Monthly

Electricity − Monthly Engineering Cost)

T H R E E  P R E - F I L L E D  E X A M P L E S

Persona A — Indie Developer LOCAL NOT JUSTIFIED ON COST

API SPEND

$40 / month

HARDWARE

$2,000 (used RTX 3090 build)

ELECTRICITY

$30 / month

ENG. HOURS

4 hrs × 320 / month

Net monthly savings: 30 − 310. Local would cost you

12,000-GPU-to-save-$40 story in

slower motion. Treat local as a learning project, not an investment.

Pull your last 3 months of API spend

From your provider's billing dashboard. Average it into a monthly figure.

Price the hardware that runs your target model comfortably

Check the model's VRAM requirement against a GPU's actual memory, not its marketing

name.

Estimate monthly electricity cost

A mid-range GPU under load typically draws 250–450 watts. At 27–

$49/month running 24/7.

0.15/kWh, that s′

Estimate monthly engineering hours

Patching, troubleshooting, prompt maintenance. Minimum 4 hours/month for a single-box

setup. Price at your real hourly cost.

Divide hardware cost by net monthly savings

If the result is longer than ~36 months, local isn't a cost play for you — it's a privacy or

control play, and that's a fine reason on its own.

80 =

40− 320 = −
310/monthmorethantheAPI .Themathhereisthe

1

2

3

4

5



Persona B — 8-Person Startup BREAK-EVEN ~14 MONTHS

API SPEND

$1,500 / month

HARDWARE

$4,700 (DGX Spark Founders)

ELECTRICITY

$35 / month

ENG. HOURS

6 hrs × 480 / month

Net monthly savings: 35 − 985. Break-even: 985 ≈ 4.8 months on

hardware alone, ~14 months including engineering time. Reasonable. Add the privacy and

latency benefits and it's a clear win.

Persona C — Mid-Size Enterprise Team BREAK-EVEN ~3 MONTHS

API SPEND

$15,000 / month

HARDWARE

$12,000 (production server)

ELECTRICITY

$120 / month

ENG. HOURS

20 hrs × 2,400 / month

Net monthly savings: 120 − 12,480. Break-even: 12,480 ≈ ~1

month. The arithmetic is overwhelming. Local is the obviously correct call here on cost alone.

Y O U R  T U R N  —  B L A N K  W O R K S H E E T

Hardware cost (one-time) $ __________

Current monthly API spend $ __________

Estimated monthly electricity $ __________

Monthly engineering hours × hourly rate $ __________

BREAK-EVEN → MONTHS _____ ÷ ( _____ − _____ − _____ )

D E C I S I O N  R U L E

If your break-even is under 18 months: local makes clear financial sense — go for it.

18–36 months: local is justified if privacy or reliability also matter to you. Over 36

months: don't justify it on cost. Treat it as a privacy, latency, or learning decision

and be honest about that.

80 =

1, 500− 480 = 4, 700÷

120 =

15, 000− 2, 400 = 12, 000÷
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The Reliability Argument
Latency, outages, and rate limits — the argument that actually changes how a

product feels to use, with three documented production case studies.

Cost and privacy get most of the attention, but reliability is the argument that actually

changes how a product feels to use. A chatbot that responds in 200ms feels instant; the

same chatbot at 4 seconds feels broken. That gap is invisible in a benchmark and decisive

in production.

Latency: the number nobody quotes correctly

A hosted API call typically takes a few hundred milliseconds to return a first token under

normal load — sometimes stretching to four full seconds when the provider is under heavy

demand. A small model running locally on decent hardware answers in well under a tenth of

a second, every single time, because there's no network round-trip and no other tenant's

traffic competing for the same GPU.

SCENARIO CLOUD API LOCAL
USER-PERCEIVED

IMPACT

First-token latency

(idle)

200–600ms 50–100ms Both feel instant

First-token latency

(peak load)

2–4 seconds Still ~100ms Cloud feels broken

Tail latency (p99) Highly variable Consistent Local predictable

Outage frequency Provider-dependent Yours to manage Tradeoff

Rate limits Enforced, often

silent

None Local wins

For a chatbot, that gap is invisible — humans read at roughly five words a second, and

both setups generate far faster than that. For autocomplete, voice interfaces, or anything

where the response has to feel instant, that gap is the entire product experience.



Three documented production case studies

R O B L O X  —  A I  A S S I S T A N T  A T  B I L L I O N - T O K E N  S C A L E

Adopted vLLM to serve their AI Assistant, which processes more than 1 billion

tokens per week. Reported latency cut by roughly half compared to their prior

setup — a difference that shows up directly in how responsive the feature feels to

millions of concurrent users.

L I N K E D I N  —  5 0 +  G E N A I  U S E  C A S E S  I N  P R O D U C T I O N

Engineering team documented using vLLM to power more than 50 GenAI use cases

— including their Hiring Assistant and AI Job Search products — across thousands

of hosts. Reported roughly 10% throughput gains and GPU savings exceeding 60

units for certain workloads, while holding sub-600ms p95 latency across

thousands of queries per second.

S T R I P E  —  7 3 %  C O S T  R E D U C T I O N  A T  5 0 M  C A L L S / D A Y

2025 migration to vLLM delivered a 73% reduction in inference cost while running

50 million daily API calls on roughly one-third of their previous GPU fleet. Same

GPUs, three times the throughput — because the inference engine stopped wasting

memory on every request.

All three examples share a mechanism, and it's worth understanding because it's the single

biggest lever in local AI economics: PagedAttention. Before vLLM introduced it, inference

engines routinely wasted 60 to 80% of a GPU's memory reserving space for the worst-

case length of every request, even short ones. PagedAttention borrows the concept of

virtual memory paging from operating systems, breaking the cache into small reusable

blocks instead — and the original UC Berkeley research showed it delivering up to 24×

higher throughput than plain HuggingFace Transformers on identical hardware.

One documented failure mode worth knowing about

Not every local setup scales the way people expect. AI infrastructure practitioners have

documented cases where a mid-sized organization — one account involved a legal

technology team supporting around 50 lawyers running internal document search — moved

to a simple local setup expecting it to handle their whole team, only to see response times

climb past two to three seconds once five or more people queried it at the same time.

The fix wasn't more hardware; it was switching to an inference engine built for concurrent

requests and explicitly configuring parallel processing, instead of the single-request-at-a-



time defaults many beginner-friendly tools ship with. It's a useful reminder that "runs fine

when I test it alone" and "runs fine for a team" are two completely different engineering

problems.

B O T T O M  L I N E

Local AI removes your dependency on someone else's uptime and rate limits — but

only if you deliberately architect for concurrency. The default setup that works for

one person rarely survives contact with five.

C H A P T E R  0 9

Engine Selection Matrix
Ollama vs llama.cpp vs vLLM — a side-by-side decision matrix and three

persona-based recommendations.

This article is the foundation for a series that goes deep on each tool, so this section is short

and practical. The three engines solve different problems — picking the right one is a single

decision that most people get wrong by trying to use one tool for every job.



CAPABILITY OLLAMA LLAMA.CPP VLLM

Ease of setup Best — one command Moderate — build

from source

Moderate — pip install

+ GPU

Throughput Low — single request Low — single request Highest — concurrent

batching

Concurrency Poor by default Poor by default Excellent — designed

for it

Hardware

support

CPU + GPU + Mac Broadest — incl.

edge devices

NVIDIA GPUs only

Quantization

control

Basic (GGUF presets) Full — every

parameter

Limited (AWQ, GPTQ)

Production-

ready

For solo / small team For custom

deployments

Yes —battle-tested at

scale

Best for Exploring, prototyping Weird hardware, full

control

Serving real traffic

I'M EXPLORING / PROTOTYPING

Start with Ollama. One command, you're

chatting in minutes. Don't overthink it. The

defaults are sensible, the model library is

huge, and you can swap engines later

without throwing away your models.

I NEED TO SERVE REAL TRAFFIC

Move to vLLM. Once you have actual users

— even five people hitting the same

endpoint — Ollama's single-request-at-a-

time model becomes a bottleneck. vLLM's

PagedAttention is what LinkedIn, Roblox,

and Stripe actually run in production.

I NEED TO RUN ON WEIRD HARDWARE

Drop into raw llama.cpp. Edge devices,

machines with no GPU, exotic accelerators,

embedded systems — llama.cpp runs on

almost anything with a CPU. It's the engine

underneath Ollama, exposed directly with

full control over every parameter.

THE TYPICAL PROGRESSION

Most people follow the same arc: Ollama

to learn → vLLM when traffic arrives →
llama.cpp for the edge case that doesn't fit

either. The rest of this series walks through

installing and configuring each one in

detail.



B O T T O M  L I N E

The single biggest lever in local AI economics isn't the GPU — it's which inference

engine you run on it. Pick the wrong one and you'll waste 80% of your hardware. Pick

the right one and the same GPU serves three times the traffic.

C H A P T E R  1 0

Commands Cheat Sheet
The 80% of commands you'll actually type in your first week, organized by

engine. Print this page and stick it to your monitor.

O L L A M A

# Install (macOS / Linux)

curl -fsSL https://ollama.com/install.sh | sh

# Pull a model

ollama pull llama3.2

ollama pull qwen2.5:72b

ollama pull deepseek-r1

# Run interactively

ollama run llama3.2

# List installed models

ollama list

# Serve as an API (default port 11434, localhost only)

ollama serve

# Test the API endpoint

curl http://localhost:11434/api/generate -d '{

"model": "llama3.2",

"prompt": "Say hello in one sentence.",

"stream": false

}'



L L A M A . C P P

# Build from source (Linux / Mac)

git clone https://github.com/ggerganov/llama.cpp

cd llama.cpp

make

# Convert + quantize a model (example: Q4_K_M)

python convert_hf_to_gguf.py /path/to/model --outtype f16

./llama-quantize model-f16.gguf model-Q4_K_M.gguf Q4_K_M

# Run a chat session

./llama-cli -m model-Q4_K_M.gguf -p "What is local AI?" -n 256

# Run as an OpenAI-compatible server

./llama-server -m model-Q4_K_M.gguf --port 8080 --host 0.0.0.0

V L L M

# Install (requires NVIDIA GPU + CUDA)

pip install vllm

# Serve an OpenAI-compatible endpoint

vllm serve meta-llama/Llama-3.3-70B-Instruct \

--port 8000 \

--tensor-parallel-size 2 \

--max-model-len 8192

# Test against the OpenAI-compatible API

curl http://localhost:8000/v1/chat/completions \

-H "Content-Type: application/json" \

-d '{

"model": "meta-llama/Llama-3.3-70B-Instruct",

"messages": [{"role":"user","content":"Hello"}]

}'



D O C K E R  &  N G I N X  H E L P E R S

# Bring up the secured stack from Chapter 05

docker compose up -d

docker compose logs -f ollama

docker compose exec ollama ollama list

# Test Nginx config before reloading

nginx -t

nginx -s reload

# Renew Let's Encrypt cert (auto-renew is best, but manual fallback)

certbot renew --quiet

docker compose restart nginx

Q U I C K  H E A L T H  C H E C K S

# Is Ollama running?

curl -s http://localhost:11434/api/tags | jq .

# Is my secured endpoint demanding auth?

curl -k -I https://your-domain.example.com/api/tags

# → 401 = good (auth required)

# → 200 = bad (auth bypassed, fix immediately)

# GPU utilization (NVIDIA)

nvidia-smi -l 2

# Disk usage of your model library

du -sh ~/.ollama/models
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The Killer App: Zero-Latency Autonomous
Agents
Why the strongest argument for local AI in 2026 might not be privacy or cost

— it's that autonomous agents doing real work are only practical when they

never have to leave your machine.

Everything covered so far treats local AI as a faster, more private version of the same thing

you already do with ChatGPT: ask a question, get an answer. That undersells what's

actually changed in 2026.

The fastest-growing category of local AI use isn't chat at all — it's autonomous agents

that run continuously in the background, watching local files, executing commands, and



acting without a human triggering every step.

O P E N C L A W  —  1 0 0 K +  G I T H U B  S T A R S  I N  W E E K S

An open-source agent framework that accumulated over 100,000 GitHub stars

within weeks of release. Runs on a "heartbeat" loop: it wakes up on a schedule,

checks a task list, and decides on its own whether to act — reading files, running

shell commands, or messaging out through connected platforms, entirely on

hardware you control.

P O K E C L A W  —  O N - D E V I C E  P H O N E  A G E N T

A related project applying the same idea to a phone: a small on-device model,

running through Google's Gemma family with no cloud connection at all, that can see

a phone's screen and operate it directly — tapping, swiping, and typing to complete

a task.

This is the workload where "local" stops being a preference and becomes the only viable

architecture. An agent checking a thousand local files before deciding what to do would

run up a real API bill doing that over the cloud, and it would be slow enough — every file

round-tripping over the internet — to make the workflow impractical. Locally, the same task

is close to free and limited only by disk speed.

A G E N T  R I S K  S U R F A C E

It's also the workload where the security posture covered in Chapter 03 stops being

optional. An agent with shell access and file-system permissions is a fundamentally

larger blast radius than a chatbot that only returns text.

Security researchers evaluating agent frameworks consistently flag unrestricted

local execution as the primary risk surface, which is exactly why frameworks in

this space are converging on sandboxed execution and human-approval gates for

anything beyond read access.

If you're considering deploying an agent in production, treat the hardening checklist in

Chapter 04 as the absolute floor, not the ceiling. Add sandboxing (Docker containers,

gVisor, or VMs), explicit allowlists for filesystem paths and shell commands, and a kill

switch the human can hit at any time. The combination of "agent that can act" plus

"exposed to the internet" plus "no auth" is the kind of setup that ends in an incident report.



B O T T O M  L I N E

The strongest argument for local AI in 2026 might not be privacy or cost — it's that

autonomous agents doing real work on your files and system are only fast and

affordable enough to be practical when they never have to leave your machine.

C H A P T E R  1 2

Common Mistakes & Anti-Patterns
Six mistakes I've made myself, repeated constantly in community forums.

Each one comes with the symptom, the root cause, and the fix.

Mistake 1 — Buying hardware before checking VRAM requirements

Symptom:

A 70B model needs roughly 140GB of VRAM at full precision — far beyond what a single consumer

GPU offers. People buy a card, then discover the model they wanted needs quantization or a

completely different model size.

Fix:

Check the model card on HuggingFace before buying anything. The "required memory" line is the

only spec that matters.

Mistake 2 — Assuming "local" means "secure" without configuring it that way

Symptom:

Server exposed on the open internet, no auth, prompts and API keys extracted.

Fix:

See Chapter 04 — all ten items. The short version: reverse proxy, basic auth, TLS, never expose the

inference port directly.

Mistake 3 — Testing with one user and deploying for a team

Symptom:

Setup feels fast in solo chat, falls over the moment three or four people hit it simultaneously.

Fix:

Load-test before announcing. Use an engine designed for concurrency (vLLM) and explicitly

configure parallelism. "Runs fine alone" ≠ "runs fine for a team."
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Three Frameworks Worth Keeping
The named mental models from the original article, expanded into standalone

cards you can quote to a colleague or paste into a doc.

F R A M E W O R K  0 1  —  T H E  V O L U M E  T H R E S H O L D  R U L E

Below a certain number of requests per month, cloud APIs win on cost every time —

the fixed hardware cost simply can't amortize fast enough. Above that threshold,

local wins, and the gap widens the longer you run it.

The Petronella data points to roughly 50,000 queries a month as the zone where local

reaches cost parity within three to six months. Below that, treat local as a privacy or

latency decision, not a cost one — the math won't support it yet.

Mistake 4 — Ignoring quantization entirely, or over-quantizing without checking quality

Symptom:

Either you're running full-precision models and burning VRAM unnecessarily, or you've quantized so

aggressively (Q2, Q3) that output quality silently degrades in ways you only notice in production.

Fix:

Q4_K_M is the sweet spot for most use cases. Test on your actual workload, not just a benchmark.

Mistake 5 — Comparing raw benchmark numbers instead of testing on your actual

workload

Symptom:

A model that scores well on a public leaderboard performs worse than expected on your specific

documents, prompts, or domain.

Fix:

Build a 20-prompt eval set that reflects your real tasks. Run every model you're considering against

it. The benchmark tells you what's good in general; your eval set tells you what's good for you.

Mistake 6 — Never revisiting the decision

Symptom:

A local-vs-cloud decision made a year ago is treated as permanent, even as cloud pricing drops and

open model quality improves.

Fix:

Re-check both sides every 6 months. The break-even point you calculated in 2024 may have flipped

entirely by late 2026.



F R A M E W O R K  0 2  —  T H E  C O N F I G U R A T I O N - I S - T H E - P R O D U C T  P R I N C I P L E

With cloud AI, the vendor's security team is part of what you're paying for. With local

AI, you become that security team the moment you expose a port.

The Bleeding Llama incident didn't happen because Ollama is insecure software — it

happened because "local" quietly became "networked" for 300,000 installations, and

nobody treated that change as the security event it actually was. Every local deployment

should be evaluated on its actual network exposure, not on the assumption that "local" is

a synonym for "safe."

F R A M E W O R K  0 3  —  T H E  S T R A T E G I C  I N S U R A N C E  P R I N C I P L E

Treat "open weights will always be free" as an assumption, not a guarantee.

DeepSeek's R2 — the presumed successor to R1, the model that reshaped the entire

open-weight landscape in January 2025 — sat unreleased for well over a year, with

reporting pointing to founder Liang Wenfeng holding it back over dissatisfaction with its

performance. DeepSeek kept shipping open models in the meantime (V4 launched under

MIT in April 2026), so this isn't evidence the open-weight era is ending — it's evidence

that no single lab's release cadence can be assumed permanent. Anyone who has

already built local infrastructure and archived current state-of-the-art weights isn't just

saving on API costs today; they're insured against a future where a frontier lab decides

that giving away expensive-to-train weights no longer makes sense.

C H A P T E R  1 4

Deployment Readiness Checklist
A pre-deployment gate across four dimensions. Don't ship until every box is

checked. This is the document your future self will thank you for.

H A R D W A R E  &  C A P A C I T Y

VRAM headroom of at least 20%

Model card says 80GB? You need 96GB+ to handle context windows, batched requests, and KV

cache growth under load.

Power supply rated for sustained load

A 450W GPU under sustained inference load for 72 hours is a different stress test than gaming.

Verify PSU headroom and cooling.



S E C U R I T Y

P E R F O R M A N C E

Cooling verified for 24/7 operation

Thermal throttling silently kills throughput. Monitor GPU temps under sustained load — should stay

under 80°C.

Disk I/O sufficient for model loading

NVMe strongly preferred over SATA SSD. Loading a 70B model from spinning disk takes minutes;

from NVMe, seconds.

Memory benchmarked at expected concurrency

Run your target workload with 2× expected concurrent users. If it OOMs, you need more VRAM or a

different engine.

All 10 items from Chapter 04 verified

Reverse proxy, basic auth, TLS, IP allowlist, tool-calling disabled if unused, non-root user, network

segmentation, audit logging, advisory feed subscribed, port never directly exposed.

Penetration test against your own endpoint

Run nmap  and nikto  against your server from an external host. Fix anything they find.

Secrets stored in a password manager, not in compose files

Use Docker secrets or environment files outside version control. Committing credentials to git is the

#1 cause of cloud breaches.

Backup & disaster recovery tested

If the server dies tomorrow, how long until you're back online? Test the restore, not just the backup.

p95 latency measured under expected load

Sub-600ms is a reasonable target for chat. Sub-200ms for autocomplete. If you can't hit it, revisit

engine choice or hardware.

Concurrency tested at 2× projected peak

If you expect 20 concurrent users, load-test at 40. Headroom prevents 2am pages.

Fallback path documented

When the local server is down, does the product degrade gracefully, or does it die? Define the

fallback before you need it.

Eval set run against the chosen model

20 prompts reflecting your real workload. Quality verified, not assumed.



O P E R A T I O N S
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EU AI Act Compliance Snapshot
A concise reference for who the AI Act applies to, when enforcement starts,

and what local-only deployments still need to do.

The EU AI Act is the world's first comprehensive AI regulation, and its obligations attach to

how a system is used and deployed, not to whether the model is open-source or hosted

locally. If you deploy a local model in a customer-facing product within the EU,

transparency obligations apply — full stop.

Monitoring & alerting in place

GPU utilization, VRAM usage, request latency, error rate. Alert on anomalies, not just outages.

Update cadence defined (monthly minimum)

Security patches within 7 days. Feature releases monthly. Document who's responsible.

On-call rotation established

Someone gets paged when it breaks. If "nobody" is the answer, you don't have production — you

have a hobby.

Runbook for common incidents

"Model won't load," "OOM under load," "auth failures." Documented fixes save hours at 2am.

Cost dashboard tracking actual spend

Electricity, engineering hours, hardware depreciation. Without this, you can't verify the break-even

math from Chapter 07.



Who the Act applies to

ROLE OBLIGATIONS

Providers Entities that build and place a GPAI model on the market (e.g., OpenAI,

Anthropic, Meta for Llama). Heaviest obligations: technical

documentation, copyright compliance, training data transparency,

systemic risk assessment for frontier models.

Deployers Entities that use an AI system in a professional context (most likely

you). Obligations include transparency, human oversight, monitoring,

and incident reporting.

Importers &

Distributors

Entities that make a system available in the EU. Verify compliance

before distribution.

What local-only deployments still need to do

Running locally does not exempt you. From August 2, 2026, if your local model is

customer-facing in the EU:

Article 50 transparency: Chatbots must disclose they're AI. Generated content

(deepfakes, synthetic media) must be labeled.

Risk documentation: Even for low-risk uses, maintain documentation of what the

system does, what data it processes, and what oversight is in place.

Human oversight: For any high-risk use (Annex III — hiring, credit scoring, biometric

categorization, etc.), human review of automated decisions is mandatory.

Incident reporting: Serious incidents must be reported to the relevant national authority.

P E N A L T Y  T I E R S

Violations of GPAI obligations or Article 50 transparency rules can carry fines of up

to €15 million or 3% of global annual turnover — whichever is higher. For

prohibited AI practices, fines reach €35 million or 7% of turnover. Supplying

incorrect information to authorities: €7.5 million or 1% of turnover.



Does this apply to me? — quick decision tree

B O T T O M  L I N E

Local deployment doesn't exempt you from the AI Act. It does, however, make

compliance easier — you control the data, the logging, the oversight, and the

documentation, all in one place.
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Vendor Pricing Snapshot (Mid-2026)
A reference table of current API pricing per million tokens, plus a warning

about why you should re-check these numbers before any decision.

These prices are a snapshot of mid-2026 listed rates. They shift constantly — sometimes

weekly. Use them for order-of-magnitude planning, then verify on the provider's pricing

page before you sign anything or buy hardware.

Is your AI system used in the EU, or affecting EU users?

If yes → continue. If no → AI Act doesn't apply (but other regulations might).

Are you building/providing a GPAI model to others?

If yes → you're a Provider. Full GPAI obligations apply. Get legal counsel.

Are you using AI in a professional context (customer-facing or internal)?

If yes → you're a Deployer. Transparency + oversight + documentation required.

Is the use high-risk (Annex III: hiring, credit, biometrics, education, essential

services)?

If yes → full high-risk obligations apply (risk management, data governance, logging, human

oversight, conformity assessment). If no → Article 50 transparency only.

?

A

B

C



PROVIDER / MODEL INPUT ($/M) OUTPUT ($/M) NOTES

OpenAI GPT-4o $2.50 $10.00 Frontier multimodal; default

for many production apps

OpenAI GPT-4o mini $0.15 $0.60 Cheap enough that beating it

with hardware is genuinely

hard

Anthropic Claude

3.7 Sonnet

$3.00 $15.00 Strong on reasoning + code;

pricing premium over GPT-4o

Anthropic Claude

Haiku

$0.25 $1.25 Fast, cheap, good for high-

volume classification

Google Gemini 2.5

Pro

$1.25 $5.00 1M-token context window —

useful for long-document

work

Google Gemini Flash $0.075 $0.30 Among the cheapest frontier-

class options

DeepSeek V4 $0.27 $1.10 Open weights (MIT license) —

also runnable locally

Llama 3.3 70B (via

providers)

0.99 1.50 Open weights; pricing varies

by hosting provider

P R I C E - V O L A T I L I T Y  W A R N I N G

API pricing has dropped roughly 10× every 12–18 months for the past three years.

A break-even calculation made today may flip in your favor (or against it) within a

year. Re-run the math from Chapter 07 every six months before making any

hardware commitment.

How to use this table with the break-even calculator

For the "Monthly API Spend" line in the worksheet (Chapter 07), use the pricing above

multiplied by your actual monthly token consumption. Most providers expose token usage

in their billing dashboard — pull the last 90 days, average it, and use that figure. Don't

estimate; measure.

0.59– 0.79–



If you're running multiple models in production (e.g., a cheap model for classification + an

expensive one for complex reasoning), calculate the blended cost per query and use that

as your baseline. The break-even math is only as good as the input number.

B O T T O M  L I N E

These numbers are a mid-2026 snapshot, not a permanent truth. Use them to size the

decision — then verify on the provider's site before you commit money.



Y O U R  N E X T  M O V E

The Next
Seven Days
Reading this guide changes nothing. Doing the work changes

everything. Here's a 7-day plan to go from "curious" to "running a

hardened local pilot."

7 - D A Y  Q U I C K S T A R T

DAY 1 Audit your last 90 days of API spend — pull the numbers, average them, fill in

the break-even worksheet (Chapter 07).

DAY 2 Pick your engine — Ollama if you're exploring, vLLM if you're serving traffic,

llama.cpp if you're on weird hardware (Chapter 09).

DAY 3 Harden your server — run through all 10 items on the checklist (Chapter 04),

deploy the config templates (Chapter 05).

DAY 4 Benchmark on your real workload — build a 20-prompt eval set. Forget

leaderboards; measure what matters to you.

DAY 5 Pilot one real use case — the simplest thing that would actually replace a cloud

API call. Ship it to yourself first.

DAY 6 Add monitoring + a fallback path — latency, error rate, VRAM. Define what

happens when the server dies.

DAY 7 Decide: scale up, hold, or revert — based on actual data, not feelings. Re-

check in 6 months.

This is Volume 01 of the Vertex Frontier Local AI Series

The next installments go deep on quantization, the GGUF format, and getting your first

model running with Ollama in about five minutes. If the frameworks in this guide

matched your situation, that's the natural next stop.
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